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History

• U.S.-China relations are complex 
• Xi Jinping openly encouraged the CCP to “pick flowers in foreign 

lands to make honey in China”
• Trends show a drastic increase in China’s student enrollment in U.S. 

universities
• CCP’s goal is to achieve global ambitions as a superpower by 2049 
• Play a leading role in international affairs and move to the 

forefront of  global technological innovation and development
• China’s 14th Five-Year Plan, published in 2021 is a strategic 

blueprint for short and long-term goals
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Statistics

Table 1: “Top Ten Origin Countries of  International 
Students” that sought education in the U.S., from 

1949–50, 1979–80, and 2019–20

Source: IIE, “All Places of Origin: International Student Data from the 2020 Open Doors Report." Open Doors is sponsored by the U.S. Department of State with funding 
provided by the U.S. Government and supported in its implementation by IIE

According to the U.S. Department of  State, 
in 2020, the top three countries with the 

highest number of  applicants for U.S. entry 
were:
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Methodology

Sources:

• Volunteers: Face-to-face discussions with a diverse group of  
volunteers that shared personal testimonials (Anonymous)

• Publications: Reports, newspapers, journals, books, international 
publications, and a variety of  online documents

• Data: Universities, Think Tanks, U.S.  Government, Commercial 
Organizations (Both Private and Public) 
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Foreign Threats Influence and 
Interference in Academia

Threat Description
United Front (Targeting ) Valuable tool to strengthen support for the CCP both inside and outside China by 

exploiting individuals to work on behalf  of  the CCP abroad. 

Confucius Institutes (CI) 
 Li Changchun, the head of propaganda for the CCP, 
confirmed that CIs were “an important part of China’s 
overseas propaganda setup.”

Founded in 2004. Enrolled + 9M students at 525 institutes in 146 countries and 
regions. Criticized for being Chinese-state propaganda in various countries. Serve 
as PRC propaganda hubs on American college and university campuses 
since 2004 (France and Canada).

Undisclosed Financial Gifting 
American Universities Accept CCP Funding 

The CCP’s ‘financial-gifting’ in exchange for research and/or influence to affect 
U.S. research to benefit the PRC pose a threat to the U.S. research enterprise. 
Some universities receive funding from foreign entities for academic programs in 
exchange for confidential/secretive contracts, or financial ‘gifts.’ When 
universities and staff  do not disclose foreign funding, it may pose risk for 
potential malign foreign influence or interference in academics.

Talent Programs 
“The west is the largest treasure trove of  
technological talent.” 

The CCP Talent Programs pose a threat to the U.S. research enterprise. There are 
more than 200 CCP directed Talent Programs, and recently the CCP removed 
references to Talent Programs from their websites.  The CCP has over six 
hundred stations that aggressively targets and recruits U.S.-based researchers and 
scientists, regardless of  ethnicity or citizenship, who focus on or have access to 
cutting-edge research and technology. While not illegal, disclosure and 
transparency is necessary.

Some foreign governments exhibit sophisticated efforts to exploit, influence, interfere, and undermine U.S. academic 
institutions with intent to negatively impact America’s strategic advantage
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Cases / Statistics
CI: As of February 22, 2022, a total of nineteen CIs remain in 
the U.S., are funded by the CCP, and several are in process of 

closure. 

United Front: 

Perdue University 
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Cases / Statistics (Continued)

Financial Gifting Talent Programs
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Why Care?

• U.S. National and Economic Security at Stake

• Competition and Critical Emerging Technologies (CETs)

• Accountability

• Protect People and Federally Funded Research

• DoJ China Initiative (Ended 2022) / National Security Presidential 
Memorandum 33 (NSPM-33) 

• Taxpayers (Public Trust)

• Openness is the foundation for U.S. Institutes of  Higher Learning

• U.S. Institutes of  Higher Learning Academic Reputation

• Accreditation, Funding, and Compliance 
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Findings

• Academic Institutions do not 
disclose foreign funding

• Academic Institutions continue to 
support the PRC 

• Academic staff  and students 
participate in Talent Programs 

 
* These actions were undetected, which 
demonstrates a lack of  internal controls 
to include lax local oversight, (such as a 
lack of  robust internal local audits, lax 
compliance with policies, standards, and 
training). 

 
Source: Senator Marco Rubio Calls for an End to U.S-China University Partnerships that 

Support the Development of China’s Military Technologies

Source: US News, February 13, 2020
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Stakeholders

• Congress

• USG

• U.S. Allies

• Academia

• Educators, 
Researchers, 
Scholars, and 
Students

• Corporations

• Taxpayers

• Every stakeholder involved in academia and the research enterprise, to 

include but is not limited to, U.S. lawmakers, the USG, research 

organizations and researchers, all of whom has a role in both protecting 

research security and maintaining the core values that drive American 

leadership in science, technology, and innovation, openness, transparency, 

honesty, equity, fair competition, objectivity, and democratic values.  

• These values are critical to America’s success. Stakeholders must also 

continue to engage with taxpayers—the American people. These threats to 

will not vanish, so vigilance is required along with flexibility to adjust 

laws, policies, and perceptions until America gets it right.



Recommendations

• Implement NSPM-33 “National Security Strategy for U.S. Government-
Supported Research and Development” (Disclosure Policy, Oversight and 
Enforcement, and Research Security Programs)
• Tie compliance to accreditation and funding 

• Seek Continuous Improvement to protect research
• Develop and share best practices across the research community

• Develop next generation of  researchers (International Collaboration)
• Repair U.S.-China relationship using new rules coupled with accountability

• Stakeholders’ commitment to address current and emerging threats
• Statutes, legislation, USG policies, corporate policies, universities local policies, and 

taxpayers’ awareness
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Future Studies

• In one year, study the results of the National Security Presidential Memorandum 
33 (NSPM-33) and Implementation guidelines and identify impacts and areas for 
improvement. 

• The CCP’s Operation Fox Hunt and the United Front Department both terrorize 
Chinese nationals and others. What laws, and university actions may be 
established to combat this terror?

• U.S. lawmakers are heavily investing in enhanced STEM education and recruiting 
certain professions to grow talent. CETs will change over time, so additional 
studies are needed to determine the next STEM focus areas to promote innovation 
and competition in civilian and military capabilities. Compare and contrast U.S. 
CETs to China’s CETs in the next 5-year plan.

• Study the impacts of U.S. legislation and implementation on CCP’s economics, 
technology, and innovation strategies. Specifically assess changes in CCP tactics, 
influence, and interference activities as U.S. policies change over time.
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Conclusion

• Stakeholders must partner to ensure that open science and academic freedom 
remain the hallmark of U.S. universities and at the same time, protects America’s 
national and economic security

• Partnerships and stakeholder commitment is necessary to achieve functional 
solutions. This requires a whole-of-societal approach, and each stakeholder has a 
role to play in response to mitigate legitimate security concerns in academia’s 
engagement with China’s government

• U.S. must continue attracting global talent to conduct research and promote free 
thought through innovation

• Stakeholders must implement NSPM-33 and adjust as necessary to mitigate threats

• Stakeholders must make risk-based decisions while protecting America’s research 
enterprise to ensure the U.S. remains the world’s science and technology leader for 
decades to come
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